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Motivation

* Privacy issues when deploying ML models in many

sensitive domains (e.g., healthcare, financial)

* Can we release synthetic datasets for downstream tasks,

while providing rigorous privacy guarantees?

. Suboptimal utility: <85% for MNIST with (g, 8)=(10,107>)

« Our approach

Problem: Differentially Private High-dimensional Data Generation

- Existing approaches
- Aim at fitting the complete data distribution
« Optimize deep generative models

- Generally easier: Target at common downstream tasks (e.g., classification)

- Better convergence: Directly optimize a set of representative samples

- Useful samples: ~10% downstream test accuracy improvement over SOTA

Approach

- Target:

« Optimize for training downstream neural
network classifier

- Basic idea:
- Gradient-based coreset generation
- DP stochastic gradient descent (DP-SGD)
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Evaluation

- Downstream utility

100

- Generalization ability -

MNIST
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Application: Continual learning with DP
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Trainin; Stage Trainin; Stage
(a) SplitMNIST (b) SplitFashionMNIST
MNIST FashionMNIST
ConvNet LeNet AlexNet VGGI1 ResNetl8 MLP ConvNet LeNet AlexNet VGGI1 ResNetl8 MLP
Real 99.6 99.2 99.5 99.6 99.7 08.3 93.5 88.9 91.5 03.8 94.5 86.9
DP-CGAN 50.2 52.6 52.1 54.7 51.8 54.3 50.2 52.6 52.1 54.7 51.8 54.3
GS-WGAN 84.9 83.2 80.5 87.9 89.3 74.7 54.7 62.7 55.1 57.3 58.9 65.4
DP-Merf 85.7 87.2 84.4 81.7 81.3 85.0 72.4 67.9 64.9 70.1 66.7 73.1
Ours (spc=10) 94.9 91.3 90.3 93.6 94.3 86.1 75.6 68.0 66.2 74.7 72.1 62.8
Ours (spc=20) 95.6 93.0 92.3 94.5 94.1 87.1 77.7 68.0 59.1 76.8 70.8 62.2

Rethinking Private Data Generation

* Question: Are deep generative models the best
option for this task?

« Approach: Deep generative models as “prior”

- Objective:
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* Findings:
« Deep generative models result in:
- Better visual quality
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MNIST FashionMNIST
1 10 20 1 10 20

w/oprior 814 949 95.6 66.7 75.6 77.7
with prior 88.2 922 906 63.0 702 70.7

- Slow convergence
«  Sub-optimal downstream utility

—— w/o prior (spc=1)

Test Accuracy (%)

w/o prior (spc=10)
w/o prior (spc=20)
with prior (spc=1)

with prior (spc=10)
with prior (spc=20)
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(d) FashionMNIST (with prior)
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