
• Question: Are deep generative models the best 
option for this task?


• Approach: Deep generative models as “prior”


• Objective: 

Motivation
• Privacy issues when deploying ML models in many 

sensitive domains (e.g., healthcare, financial)

• Can we release synthetic datasets for downstream tasks, 

while providing rigorous privacy guarantees?  
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Problem: Differentially Private High-dimensional Data Generation

https://github.com/DingfanChen/Private-Set

• Existing approaches  
• Aim at fitting the complete data distribution

• Optimize deep generative models

• Suboptimal utility: <85% for MNIST with ( )=( )ε, δ 10,10−5

Rethinking Private Data Generation
• Findings: 

• Deep generative models result in:

• Better visual quality 

• Slow convergence

• Sub-optimal downstream utility

• Our approach 
• Generally easier: Target at common downstream tasks (e.g., classification)

• Better convergence: Directly optimize a set of representative samples

• Useful samples: ~10% downstream test accuracy improvement over SOTA
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• Target:  
• Optimize for training downstream neural 

network classifier


• Basic idea: 
• Gradient-based coreset generation


• DP stochastic gradient descent (DP-SGD) 


• Objective:

Approach
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<latexit sha1_base64="xn4KFSXgfpQntkmDWYJIexg89S8=">AAACG3icbVDLSgNBEJyNr7i+oh69LAbBU9gVUY9BLx4jmIckIcxOOsmQmdllpjcYlnyFV/M13sSrBz9GcDbJQRMLGoqqbqqpMBbcoO9/Obm19Y3Nrfy2u7O7t39QODyqmSjRDKosEpFuhNSA4AqqyFFAI9ZAZSigHg7vMr8+Am14pB5xHENb0r7iPc4oWumpNcIBIO1gp1D0S/4M3ioJFqRIFqh0Ct+tbsQSCQqZoMY0Az/Gdko1ciZg4rYSAzFlQ9qHpqWKSjDtdPbwxDuzStfrRdqOQm+m/r5IqTRmLEO7KSkOzLKXif96oVxKxt5NO+UqThAUmwf3EuFh5GVteF2ugaEYW0KZ5vZ3jw2opgxtZ67bml2mWU6HRVJS1TUlhOeJa/sKlttZJbWLUnBVuny4LJZvF83lyQk5JeckINekTO5JhVQJI5K8kFcydabOm/PufMxXc87i5pj8gfP5A4bMolI=</latexit>

✓t

<latexit sha1_base64="jRSSCcSWMigmpusltuGDuffFn50=">AAACKXicbVDLTsJAFJ3iC/EFunTTSExcNa0h6pLoxiVGeSS0IdPpFCbMTJuZKQEbPsGtfoRf407d+iNOSxcC3uQmJ+c+zsnxY0qksu0vo7SxubW9U96t7O0fHB5Va8cdGSUC4TaKaCR6PpSYEo7biiiKe7HAkPkUd/3xXTbvTrCQJOJPahZjj8EhJyFBUGnq0Z08D6p127LzMteBU4A6KKo1qBlVN4hQwjBXiEIp+44dKy+FQhFE8bziJhLHEI3hEPc15JBh6aW517l5rpnADCOhmyszZ/9epJBJOWO+3mRQjeTqLCP/nflsRVmFN15KeJwozNFCOEyoqSIzC8IMiMBI0ZkGEAmivZtoBAVESse19Hm6sF5x82dpJj1AEWOQB9JSeDqv6Ayd1cTWQefScq6sxkOj3rwt0iyDU3AGLoADrkET3IMWaAMEhuAFvII34934MD6N78VqyShuTsBSGT+/ImanJA==</latexit>z

<latexit sha1_base64="WZSQdbtMIQ/cnPAUPIH7sjjmts0=">AAACMnicbVDLSsNAFJ3UV62vVpdugkVwFRIp6rLoxmUF+4AmlMlk0g6dmYSZSWkJ+Q23+hH+jO7ErR/hJM3Ctl64cDj3cQ7HjymRyrY/jMrW9s7uXnW/dnB4dHxSb5z2ZJQIhLsoopEY+FBiSjjuKqIoHsQCQ+ZT3PenD/m8P8NCkog/q0WMPQbHnIQEQaUp1/VZ6s6giCckG9WbtmUXZW4CpwRNUFZn1DDqbhChhGGuEIVSDh07Vl4KhSKI4qzmJhLHEE3hGA815JBh6aWF6cy81ExghpHQzZVZsH8vUsikXDBfbzKoJnJ9lpP/zny2pqzCOy8lPE4U5mgpHCbUVJGZJ2IGRGCk6EIDiATR3k00gQIipXNb+TxfWq+5xbM0lx6hiDHIA2kpPM9qOkNnPbFN0Lu2nBur9dRqtu/LNKvgHFyAK+CAW9AGj6ADugCBGLyAV/BmvBufxpfxvVytGOXNGVgp4+cXIUGrOw==</latexit>'

<latexit sha1_base64="gXNsQax3ZyZOtVLlmDM5Lwnqz6s=">AAACJ3icbVDLTgIxFG3xheMLdOlmIjFxRWaMUZdEF7qERB4JENIpF2hoO5O2YyATvsCtfoRf487o0j+xDLMQ8CY3OTn3cU5OEHGmjed949zG5tb2Tn7X2ds/ODwqFI8bOowVhToNeahaAdHAmYS6YYZDK1JARMChGYzv5/PmMyjNQvlkphF0BRlKNmCUGEvVHnqFklf20nLXgZ+BEsqq2iviQqcf0liANJQTrdu+F5luQpRhlMPM6cQaIkLHZAhtCyURoLtJ6nTmnlum7w5CZVsaN2X/XiREaD0Vgd0UxIz06mxO/jsLxIqyGdx2Eyaj2ICkC+FBzF0TuvMY3D5TQA2fWkCoYta7S0dEEWpsWEufJwvrTid9lsylezQUgsi+LhuYzBybob+a2DpoXJb96/JV7apUucvSzKNTdIYukI9uUAU9oiqqI4oAvaBX9Ibf8Qf+xF+L1RzObk7QUuGfXwsDpgs=</latexit>

G

<latexit sha1_base64="IywNNKJUBaengeMsilpx4VHGBE4="></latexit>
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with S = {G(zi;'), y
S
i }Mi=1

Evaluation

sensitive ( , )-privateε δ

inner loop outer loop

• Generalization ability • Application: Continual learning with DP• Downstream utility 

https://github.com/DingfanChen/Private-Set

