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Motivation

* Privacy issues when deploying ML models in many sensitive
domains (e.g., healthcare, financial)

* In particular, modern deep neural networks (NN) are prone to
memorize training data due to their high capacity, making them
vulnerable to privacy attacks

Problem

 Membership inference
attacks (MIAs) are pervasive
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* EXxisting Approach:
* Regularization methods (designed for mitigating overfitting):
* Generally unable to mitigate MIA

* Adversarial training?:3:
* Hard to generalize to novel attacks unanticipated by the
defender (e.g., a simple metric-based attack)
 Differentially private (DP) training4:
* Inevitably compromises model utility and increases
computation cost

{(No defensej

 Our work:

Utility objective
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* Preserve (or even improve)
the model utility.
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Approach: RelaxlLoss

* Existing theoretical results

+ A large gap in the losses, i.e., E[¢|non
conducting membership inference attacks®

* The Bayes optimal attack only depends on the sample loss®

 Approach:
* Relaxing loss target with gradient ascent
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(b) Gradient ascent
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RelaxLoss: Defending Membership Inference
Attacks without Losing Utility
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* Flattening the target posterior scores for non-ground-truth classes
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* Properties
* Reduces generalization gap
* Increase variance of training loss distributions

0.3 ~ T ] 0.10;

| non-member } I non-member

| member

| non-member

| member | member
9 oy o)
g §0.2 g
g ]E[E] 11111 =113 g‘ E[é],,(,,,=0.92 g‘ ! E[€]11un:1~14
£ Var(€],,,,=4.00 £ Var[¢],,,=0.60 £ \ Var[¢],,,=0.44
° 3 3 0.05
% ]E[e] 11111111 =1.7e-04 % ]E[g]nn-mzo-47 % ’ ]E[e]mvm:O-QB
£ Var([¢]nem=1.5e-08 £0.1 Var[l]mem=0.15 £ | Var([l]nem=0.34
c o
N han ‘ l
1 2 3 4 5 6 7 8 0.0 05 1.0 1.5 20 25 3:() 35 4.0 0.0 05 1.0 1.5 2.0 25 3.0 35 4.0
loss loss loss

(c) Ours (x = 1.0)

(a) Vanilla (b) Ours (a = 0.5)

ICLR

INnternational Conference On
Learning Representations

1 CISPA Helmholtz Center for Information Security, 2 Salesforce Research,
3 University of Maryland, 4 Max Planck Institute for Informatics
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Evaluation
« Comparison to existing defense methods

» Test accuracy (Utility) vs. Attack AUC (Effectiveness)
* Baselines: Memguard, Adv-Reg, Early-stopping, Dropout,
Label-smoothing, Confidence-penalty, Distillation, DP-SGD
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CH-MNIST Texas100 Purchase100

(ResNet20) (VGGL11) (ResNet20) (VGGL11)

top-1 | top-5 | top-1 | top-5 | top-1 | top-5 | top-1 | top-5 | top-1 | top-5 | top-1 | top-5 | top-1 | top-5

wo defense 70.5 96.6 73.8 97.0 33.2 63.0 | 414 67.5 77.1 99.6 52.3 82.6 | 89.1 99.8

with defense | 73.8 982 | 744 | 978 35.1 67.7 | 414 | 699 | 784 | 99.7 55.3 86.8 | 89.1 99.6

A 4.68 1.66 0.81 0.82 5.72 7.46 0.00 | 3.56 1.69 0.10 5.74 5.08 0.00 | -0.20
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(a) Black-box attacks
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(b) White-box attacks
 Adaptive attack
CIFARI10 CIFAR10 | CIFAR100 | CIFAR100
CH-MNIST | Texas100 | Purchasel00
(ResNet20) | (VGGI11) | (ResNet20) | (VGGI11)
w/o defense 87.3 80.7 92.6 97.5 67.1 79.0 65.7
| w/ defense (non-adaptive) | 500 | 00 500 . 500 . 507 | 00 501
A (non-adaptive) -42.7 -38.0 -46.0 -48.7 -24.4 -36.7 23.9
w/ defense (adaptive) 56.0 68.2 57.8 84.2 56.6 53.8 56.0
A (adaptive) -35.9 -15.5 -37.6 -13.6 15.6 -31.9 14.8
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