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Motivations Method E
* (Generative Adversarial Networks (GANSs), evolve fast in the past 8 years * Train to encode 128-bit fingerprints to their embeddings. §,N
for photorealistic generation, which raise significant concerns about * Modulate the convolutional kernels of the generator using the fingerprint embeddings. i
visual misinformation. * |nput random latent codes through the beginning of the generator to generate images. =
* Move from passive to proactive defense against DeepFake misuses, so * Three loss terms: En
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as to be independent of the arms race between DeepFake generation * Adversarial loss preserves generation fidelity. 2
and detection. * Fingerprint reconstruction loss enables fingerprint detection. -
°* Enable responsible release and regulation of DeepFake models. * Consistency loss encourages generators with different fingerprints to have the same £
* Train a meta GAN model once and can instantiate a large population of generation appearances. g*
fingerprinted GAN versions efficiently during deployment stage. Fingerprint Latent Code i
c~ Bler(O.S)dc Z ~ Nl(o,Idz) .
c
. . E G D "=
Plpellne - —T> uceies —> L4 Fingerprint Fingerprint Embedding gm
. . . = . aav iIngerprin
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* When a misuse happens, use the decoder to detect the fingerprint in the FC — " Gonv won | Es it Robust
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I After one-time training, ! ! Encoded fingerprintsdo I ' Encoded fingerprints 1! ! The effectivenessto | £ 06 10k 0.990 0.988
i fingerprinting should i E not hurt the original i i should persist within a i i convert the complex i - | 100k 0.983 0.981 (Yu et al., 2019) 0997 0998 0.955 | 0.893 0.102 N/A
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